UCSan Diego CAMPUS NOTICE

OFFICE OF THE VICE CHANCELLOR AND CHIEF FINANCIAL OFFICER

May 6, 2021

ALL STUDENTS, ACADEMICS AND STAFF AT UC SAN DIEGO (Including UC
San Diego Health)

Updated FAQs About the Data Security Incident
Affecting the University of California Community

Last month, the Office of the President shared information about a security
event affecting the UC community, which was the result of a nationwide cyber
attack.

This is a very serious incident, and it is important that every member of the UC
San Diego community take steps now to protect themselves against identity
theft and fraud using the resources and information that have been made
available by the Office of the President.

» Please read the updated FAQs on the Accellion data breach published by
the Office of the President.



https://ucsd.edu/
http://adminrecords.ucsd.edu/Notices/2021/2021-4-2-2.html
https://urldefense.com/v3/__https:/ucnet.universityofcalifornia.edu/data-security/updates-faq/accellion-faq.html__;!!Mih3wA!Uic-vpfuIcvGL3sCBqZIidV9ixgkLBEUGth1J7arGDuWYgxwnpl0iEd3hMvBwg$

» Register with Experian IdentityWorks for credit monitoring services, using
the enrollment code JCZGTC333.

» Be alert for “phishing” emails or phone calls by someone who acts like
they know you or are a company that you may do business with, and
requests sensitive information, such as passwords, Social Security
numbers or financial account information. You may report suspected

phishing or social engineering attempts to communications@ucop.edu.

The University of California community will continue to be updated as more
information is learned and able to be shared. In the meantime, if you have

questions related to this incident, please contact communications@ucop.edu.
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